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2 Download the ISO image 



You will download Tails in the form of an ISO image" 1 " : a single file that you will later burn 
on a DVD or installed onto a USB stick. 



Direct download 
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If you're not sure what the cryptographic signature 
is, please read the part on verifying the ISO image . 
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The cryptographic signature of the ISO image is 
also included in the Torrent. 

Additionally, you can verify the signature of the 
Torrent file itself before downloading it. 



BHD 



URL httptf/cfi. amnesia , bourn. orgflail5/5t3blefla*s-i366'O t 1 3/Ufc438&-0. 
jUoJI 



hols 



Ajjj^JiixJI | MyDo«uments^Dwirte*is\(;«te-i38*-0-n_2.*o 



□ "joLt 1 ' aLx&J jUjudJI LU> 




jjjla j sha256 u^ai tg-L* jjL ^jj 

gpg 



2 of 8 



21/11/1433 01:32 



ejSlill jSli jJjUaII Jjt ^Uaj ( Tails) f C ^^"^ " 1 



https://17821143J14/-shamiWvb/showthread.php?p=lQ59216713#postlQ59216713 



sha 256 <^ u^i 



https://tails.boum.org/download/index.en.html#index3h1 



recommended way of checking the ISO image integrity. 



If you already know how to use an OpenPGP key you can download it stra 



ails signing key 



Otherwise, read our instructions to check the ISO image integrity: 
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1 . Install the \MD5 Reborned Hasher Gfj extension for Fire fox . 



2. Restart Firefox. 



1 



3. Open the Downloads window from the menu Tools Downloads. MDi 



} i ... ... j_. ._. ... „i. 



.-. 4-L-. .-. 4=; I .-. .-. 4-L-. 



4-L-. .-. r> 1 £ j-I 



MD5 Reborned Hasher 0,9.0 

by PhoneixS 

This extension allows to check the MD2, MD5, SHAi, SHA256, SHA334or SHA512 sum 
of a downloaded file. 



Add ( *o Firefox 



Eniou this add-on? 



iUl^j ^ (addons.rinozilla.org) ^j*JI lifc ^ u^J^ 



■s'evarui rr_rr eKiu-urrb 



3 of 8 



21/11/1433 01:32 



ejSlill jSli jJjUaII Jjt ^Uaj ( Tails) f C ^^"^ " 1 



https://17821143J14/-shamiWvb/showthread.php?p=lQ59216713#postlQ59216713 



^ i i^ ij ^ *■* i i ^j^jij ._.jfi 



fa*.jb±_^i*bJj MDS R&boined Hathai 



Ail] 




■ -J MDS Reborned Hasher «U$I 



^1 (Ufc^JJI of i 



L 




A- 1 



□rl+T ouo* ^LyJ 

Ctrl+N ftouOtf-iiojU 




□rl+P 




■E3 * t O 



Downloads _J 



Completed j 
Documents- j 

MusicQ 
Program Q 

VideoQ 

D6A9F9FE14CA47a*95^ 1 .i m *t 0 

3' 



LiJU jjiil 



Li3 




0 




4 of 8 



21/11/1433 01:32 



ejSlill jSli jJjUaII Jjt ^Uaj ( Tails) f C ^^"^ " 1 



https://17821143J14/-shamiWvb/showthread.php?p=lQ59216713#postlQ59216713 



jpt; tails-i38e-Q 13.isa 



tail* i38G-D.13.iso ijg 
(cyb f WhRAR ajdwe [769 j* tfAJI 
cuments and Settm^Adnfrtr^orVMji 0«umHTte\Do^nloads 



This image has been resized. Click this bar to view the full image. The original image is sized 1006x66 i 

tails-i386-0.13.iso 



j® 



[SUli/OjL.f 2.5) CuL.f 769 J-s i 1 04 - ^IjS 1 0 j ^L3o 3 #L 




tsiJri'358'0.T3.i3Q 



Generate Digest 


v MD5 


Gei 




MD2 
MD5 
SHA1 

fL 








— 




SHA512 






ener 



ts and Settings\Adnninistrator\My Docunnents\w^>£jl\tail: 



Generate Digest 



inejate 



SHA256 



) Check File_ 



H3T1 



D:\Docurnents and Settings V^dmintslialoAMit Dacuiietitf\M^i5l\Ul?i3S6--~ P£k. 



Cancel digest generation 



Gereiaied Checksum 



Generating digest... 




Enter dhsckswi! 



5 



Close 



5 of 8 



21/11/1433 01:32 



ejSlill jSli jJjUaII Jjt ^Uaj ( Tails) f C ^^"^ " 1 



https://17821143J14/-shamiWvb/showthread.php?p=lQ59216713#postlQ59216713 



7. Click on Generate Digest. 

8. Copy and paste the following hash for version 0.13 in the Enter checksum text box. 
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o Match failed!, if the ISO image i 

Inspect Element \Q] 
USING THE CRYPTOGRAPHIC SI S/NoScript 



Select 



Sfl513eebcc0 34 7f 62 92 6 f 



window 



Search Startpage for M e27b775567SSc22.. M 
View Selection Source 



Switch Page Direction 



GnuPG, a common free software implementation of OpenPGP has versions and graphical 



© Check File. 



D:\Documents and Settings WJnninistrator\My Documents\wiL>SJI\tails-i386-... Path: 



Generate Digest 



v SHA256 



Generated Checksum: 



e27b77556788c22f3f560c8b3848b342ca7425086a3n513eebcc0347f62826f 



Enter checksum: 



Close 




ste the digest 



O Check File. 



BUS 



D : \D ocuments and S eHings\Admifiklialof Dociinerifc\ui±>^\tjig ^39^... Pdih. 



Generate Digesi 



v 



5HA256 



Generated Chacktum: 

e27b77556783c22f 31 56Qc8fc3848b342ca742S09taSl 51 3etbcc0347f &2926f 

Enter ctocksurc 

e27b77556703c22f 3f 5eOt0b3e4efaM2c*?42SO96aGl1 51 3eebcci0347l £292Gf 



"* f t 



Close 



Okay 



<> j hashtab s^La 

gpg ^ a -^; <-a1« 



6 of 8 



21/11/1433 01:32 o~ 



ejSlill jSli jJjUaII Jjt ^Uaj ( Tails) f C ^^"^ " 1 



https://17821143J14/-shamiWvb/showthread.php?p=lQ59216713#postlQ59216713 




■ Gpg4win ff , for Windows 
* GFGTools Gf , for Mac OS X 

You will find on either of those websites detailed documentation on how to install and 
use them. 

FOR WINDOWS USING GPG4WIN 

After installing Gpg4win, download Tails signing key: 



signing key 



Consult the Gpg4win documentation to import it bJ 

Then, download the cryptographic signature corresponding to the ISO image you want 

**■ + 

to verify: £ * 

9P9 

Consult the Gpg4win documentation to check the signature e? 
FOR MAC OS X USING GPGTOOLS 

After installing GPGTools, you should be able to follow the instruction for Linux with the 
command line . To open the command line, navigate to your Applications folder, open 
Utilities, and double click on Terminal, 
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